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Summary

Data collecting institutions use a large range of masking procedures in order to protect data
against disclosure. Generally, a masking procedure can be regarded as a kind of data filter
that transforms the true data generating process. Such a transformation severely affects the
quality of the data and limits its use for empirical research. A popular masking procedure is
noise addition, which leads to inconsistent estimates if the additional measurement errors are
ignored.

This paper investigates to what extent appropriate econometric techniques can obtain consis-
tent estimates of the true data generating process for parametric and nonparametric models
when data is masked by noise addition. We show how the reduction of the data quality can be
minimized using the local polynomial Simulation-Extrapolation (SIMEX) estimator. Evidence
is provided by a Monte-Carlo study and by an application to firm-level data, where we analyze
the impact of innovative activity on employment.

1. Introduction

An increasing demand for microdata can be witnessed among empirical researchers in the
last decades. Very often such data contains highly sensitive information, whose confiden-
tiality has to be protected against disclosure by the data collecting institution, not only for
legal reasons, but also in order to increase the reliability of the responses by guarantying
a maximum amount of confidentiality and privacy to the individual respondents. Hence,
for the data collecting institution, masking procedures to protect data against disclosure
of the observational units create a trade-off between the goal of providing a maximum
amount of information to the empirical researcher and the (often legal) requirement of
data protection.

Statistical offices and other data collecting institutions use a wide range of masking pro-
cedures in order to avoid or to minimize the probability of disclosing sensitive individual

* This paper is a revised version of our paper presented at the workshop “Econometric Analysis of
Anonymised Firm Data”, University of Tibingen, March 18th — 19th, 2004. The idea for this paper
arose from our work for the scientific advisory board “Faktische Anonymisierung wirtschaftsstatis-
tischer Einzeldaten” (Actual Anonymization of Individual Economic Data) of the German Federal
Statistical Office. We like to thank the Zentrum fiir Europiische Wirtschaftsforschung (ZEW) for
providing us with the data and Gerd Ronning for helpful comments on an earlier version of the
paper. Financial support by the DFG is gratefully acknowledged. The usual disclaimer applies.
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information.! Masking procedures are mainly chosen because they are straightforward
and guarantee a high degree of protection against disclosure. The quality of masked data
for empirical research is questionable if not appropriate measures are taken.

From a statistical point of view, a masking procedure simply represents a data filter
that transforms the true data generating process. Often masking procedures destroy the
stochastic structure of the data so that no valid inference can be made. For instance, this
holds for the “data-swapping” method, where sensitive information is permuted across
units. Such a method implies the destruction of the true correlation structure between co-
variates, so that any causal analysis becomes infeasible. Thus, for the empirical researcher
who is interested in the true data generating process (e.g. the parameters of an economet-
ric model), the obvious question arises to what extent a masking procedure contaminates
the true data generating process, and whether specific econometric techniques exist which
allow one to infer the true data generating process on the basis of the masked data.

Finally, even if the true data generating process can be estimated consistently by some
appropriate econometric technique, the question of efficiency reduction through masking
remains open, i.e. masking might reduce the efficiency of the estimates so that inferential
statements can only be made conditional on the assumption that the loss of information
due to masking did not severely affect the confidence intervals.

This paper analyzes the questions raised above for the case of data protection by noise ad-
dition as one of the most popular disclosure techniques. By adding independent errors to
the covariates, the method is easy-to-implement. Moreover, from a statistician’s point of
view, this way of contaminating the original data can be easily understood and it creates
nothing but a standard errors-in-variables-problem. For the linear regression model, the
effects of measurement errors on the properties of linear estimators are well understood
and discussed in the literature on errors-in-variables models (see e.g. Fuller (1987)). In
their study on alternative masking procedures, Lechner/Pohlmeier (2003) compare vari-
ous methods of masking by noise addition with masking by listwise micro-aggregation
and their consequences for the linear regression model.

The problem of errors-in-variables in nonlinear models has been tackled in the liter-
ature less frequently. Notable exceptions are the papers by Amemiya (1985), Haus-
mann/Newey/Powell (1995), Lee/Sepanski (1995), Schennach (2004) and Hong/Tamer
(2002), which deal with special aspects of measurement errors in nonlinear settings. The
monograph by Carroll/Ruppert/Stefanski (1995) surveys various approaches to errors-
in-variables in nonlinear models.

Cook/Stefanski (1994) introduce the simulation-extrapolation method (SIMEX), a
simulation-based method that can be used for the estimation of nonlinear models with
measurement errors, if additional information on the variance of the measurement error
is available. Lechner/Pohlmeier (2004) show how this method can be modified for the
case of data masking by noise addition. They provide Monte-Carlo evidence for para-
metric nonlinear models where the SIMEX method is able to substantially mitigate the
estimation bias generated by noise addition. From a practical point of view this method
is attractive for two reasons: first, SIMEX can be applied for a wide range of popular
nonlinear models such as Probit, Logit, Tobit and Poisson regression models, secondly, it
rests on a masking procedure that can be implemented by the data collecting institution
without any increase of disclosure risk. The data collecting institution only has to provide
the empirical researcher with information on the second moments of the error process

1 See Domingo-Ferrer/Torra (2002) or Brand (2000) for a review of these procedures.
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that is used for the noise addition. Such additional information does not substantially
increase the disclosure risk.

Few papers consider the problem of measurement errors in nonparametric regression
functions. To our knowledge this problem has been only addressed by three studies.
Fan/Truong (1993) propose a globally consistent nonparametric regression estimator
based on a deconvolution kernel method. Carroll/Maca/Ruppert (1999) use regression
splines to estimate the conditional mean function. This paper builds on the work by
Staudenmayer/Ruppert (2004), who propose the SIMEX method for nonparametric re-
gression models with measurement errors. We show that the SIMEX method can be easily
modified to the case where data has been masked by noise addition.

The paper is organized as follows. Using the bivariate linear regression model as an ex-
ample, we introduce in Section 2 the key idea of the SIMEX method in the context of data
masking by noise addition. The generalization to the nonparametric setting is presented
in Section 3. Section 4 presents evidence on the power of this approach. Based on the
results of a Monte-Carlo experiment as well as on an illustrative empirical analysis of
the impact innovative activity on employment at the firm-level, we show that the SIMEX
method nicely corrects for the estimation bias introduced by data masking through noise
addition. Section 5 concludes and gives an outlook on future research.

2. SIMEX and data masking by noise addition

The SIMEX method is a simulation based method of estimating and reducing the bias
due to measurement error. Although originally designed for the case of one additive mea-
surement error, it can be extended to measurement errors in several covariates as well
as to the case of multiplicative measurement errors.2 SIMEX is a two-step estimation
procedure consisting of a simulation step and an extrapolation step. The key idea is to
use the information from an incremental addition of measurement errors with the mis-
measured (masked) data W; using computer simulated random errors. Adding additional
measurement error to the data by the simulation exercise allows the statistician to in-
fer in which way the estimation bias is affected by the increase of the variance of the
measurement error. This is the so-called simulation step. In the extrapolation step, the
estimated parameters are modelled as a function of the magnitude of the variance of the
measurement error and extrapolated to the case of no measurement error.

In order to clarify the basic idea of the SIMEX method, we focus on the bivariate linear
regression model with additive measurement error. Consider the following linear regres-
sion model:

Y=o+ BX;+¢, i=1,...,N, (1)

where Y; is the dependent variable, X; is the explanatory variable, and ¢; is an independent
error term, with mean E [&;] X;] = 0 and V[g;|X;] = aez(Xi).
Suppose that the explanatory variable X; contains sensitive information, which should be

protected against disclosure. Rather than observing X;, we observe a masked explanatory
variable W; defined as:

2 See Carroll et al. (1995)
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where #; is an independent random variable with E [ #;| X;] = 0 and V[#;|X;] = o2, that
is added to the original variable in order to mask it.

This set-up defines the classical additive errors-in-variables problem. It is standard text-
book wisdom that the ordinary least squares (OLS) estimate of § is inconsistent because
the error term and the regressor are correlated. Using the Weak Law of Large Numbers
(WLLN), it can be easily shown that the probability limit of g is:

e 2
plim A= %= —TE g up, 3)
o ox + 0y
2
where the multiplicative constant kyx = 67’“2 < 1 is called the reliability ratio (Fuller

a2+o,
1987). Instead of obtaining an estimate of I‘}, OLS estimates the product of the reliability
ratio and the true parameter value consistently. Thus plim f is biased towards zero unless
03 =0.
In the simulation step of the SIMEX algorithm, additional measurement error is added
to the covariate with measurement error. We generate B new covariates W, ,(A;) by the
rule:

W, () = Wi+, b=1,...B, t=1,...T, i=1,...N, (4)

where 0 = Ag < A1 < A2 < ... < AT, are given parameters controlling for the variance of
the measurement error, and {x; b}g—l are iid computer simulated random numbers with
mean zero and variance O',%. Note that for each A the simulation step creates B additional

datasets (replication samples) with the same dependent variable Y; and the explanatory
variable W; p(At) whose variance

VW, = o + 1+ ol (S)

increases with the control parameter ;. Let ﬁb(kt) denote the vector of least squares
estimates obtained by regression of Y on {W},(A;)} for each A;. Then for each replication
sample b:

2
R o
plim f,(A) = 4—"——8. (6)

P T o+ (At hop
Given the B estimates for each A;, we can compute an average estimate B =
% Zi}:l Bb (A). The estimates B();) are depicted as the filled circles in Figure 1 below.
In the extrapolation step each component of the vector A(1;) is modelled as a function of
A for A > 0. The SIMEX estimator is defined as the extrapolation of 8(A;) to B(As = —1),
which represents the bias free estimate of 8.3

We follow the suggestion of Cook/Stefanski(1994) and use a quadratic function for the
extrapolation:

BN =a1 +ax) +a3A2.

3 The estimate of the constant « is obtained in the same way.
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Figure 1: Illustration of the extrapolation step

This gives a system of equations which is solved for a1, ay and a3, and finally evaluated

at the point A = —1, to obtain the SIMEX estimator. Figure 1 shows the effect of mea-
surement errors on the parameter estimates. The SIMEX estimate is an extrapolation to
the point A = —1. For A = 0, we get the naive estimates, based on the masked data.

Points to the right of the naive estimate represent estimates of 8 using the replication
samples with additional measurement errors.

Carroll/Kuechenhoff/Lombard/Stefanski (1996) derive the asymptotic distribution of the
SIMEX estimator for parametric models. They prove that the SIMEX estimator is asymp-
totically normally distributed and propose an estimator of its asymptotic covariance ma-
trix.

Note that this method can be implemented in practice without additional expenditure
for the data collecting institutions, and without increasing the disclosure risk. The data
collecting institutions only have to provide the variance parameter o2 to the data user. If
more covariates are masked, the data protector has to provide the user with the variance-
covariance matrix of the noise vector. Given that the disclosure risk does not increase
with the assumption of uncorrelated measurement errors terms, uncorrelatedness can be
assumed for simplicity.

3. SIMEX for nonparametric regressions

In the following, we consider the problem of estimating a nonparametric regression func-
tion in the presence of measurement errors. Let the true regression model be of the form:

Y, =m(X)+¢, i=1,...,N, (7)

where Y; is the dependent variable, 7(X;) is the mean function, and ¢; is an independent
error term with E[silXi] = 0 and V[g|X;] = agz(Xi). Basically, any nonparametric
regression approach to estimate the conditional mean function E[ Y| X = x] = m(x) such
as kernel regression, spline regression, and k-nearest neighbor estimation can all be used
within the simulation step of the SIMEX method. Here, we solely focus on the local
polynomial regression estimation because of its superior ability to cope with boundary
problem.*

4 See Fan/Gijbels (1996) for an introduction to local polynomial regression.
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As in the parametric world, ignoring measurement errors leads to inconsistent estimates
of the conditional mean function. Again let us suppose that the explanatory variable
X; contains sensitive information, which is protected against disclosure by noise addi-
tion. Only the masked explanatory variable W; defined in (2) is available for estimation
purposes. The local polynomial SIMEX estimator, developed by Staudenmayer/Ruppert
(2004), rests on the same idea as SIMEX for parametric models. In the simulation step,
a local polynomial regression of Y; on W; ;, (1) is used to obtain naive estimates for each
At, each replication sample b, and a given bandwidth A.

Assume that the (p+1) derivative of (W) at a point xy exists and that the mean function
m(W;) can be approximated by a polynomial of order p in a neighborhood of x(. For
the p-th order Taylor series approximation we get:

(W; —xo).

m(W;) ~ m(xq) + m (x0)(W; — x0) + ... + mP) (x) >

(8)

The local polynomial regression estimator is obtained by minimizing the following ob-
jective function, with respect to g;:

2
n p
4 W, —
SV 3 AW, — xo) K((}ijo)) (9)

i =0

where K(-) is a kernel function assigning weights to each data point and g; = mD (x0) /1.

It is more convenient to formulate the weighted least squares problem from above in
matrix form. Instead of considering only one point x(, we consider x points within a
grid of relevant points and define the [z x (p + 1)] design matrix Z,, for each value of
At, each point of the grid x, and each replication sample b as:

1 (Wl,b()\t)_-x) (Wl,b(}‘t)_-x)p

’

Zpx) = : - :
1 (WnpOp) —x) - (W p(he) — )P

and the diagonal matrix K}, ;, with entries equal to the kernel function Ky (W; p(Ae) — x):
Kh,b = diﬂg{Kh(Wj)b()\t) —x),i=1,...N,t=1,... T}

Then the weighted least squares problem can be written in matrix form as

iy, p(x) = argmin (Y = Zp) B)Kp, (Y = Zp1 B, (10)
B
with B = (B, ..., Bp)’. The estimator of m(W,) is the intercept of the weighted least
squares estimator.’
Ay, (%) = e1(Zy,(x) Kpy p Zp, () 1 Z3(x)' K} Y, (11)

5 See Fan/Gijbels (1996) for a detailed explanation.
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where e is a [(p + 1) x 1] vector having 1 in the first entry and all other entries 0. Given
the B estimates for each A, and the fixed bandwidth », we can compute an average
estimate 71,(x) = % 2113:1 1y, p(x). Finally, in the extrapolation step we extrapolate for
each x within the grid of relevant values 77 (x) as a function of A, back to » = —1,
to receive the nonparametric SIMEX estimator ﬁ’h,SIMEX(x)ﬁ Staudenmayer/Ruppert
(2004) derive the asymptotic distribution of the local polynomial SIMEX estimator.
Note that the estimates based on replication samples b = 1, ..., B in the simulation step
are based on a given value of the bandwidth b. Therefore, 71, srprpx (%) is based on a
suboptimal choice of h. Since the choice of the bandwidth plays a crucial role in the
performance of nonparametric estimators, » has to be chosen optimally. Theoretically
this could be done for each estimate of the replication sample separately. Such a strat-
egy, however, would be computationally burdensome, if not prohibitive. Therefore it is
reasonable to select the optimal bandwidth on the basis of the SIMEX estimator of the sec-
ond step. Following Staudenmayer/Ruppert (2004), we use the empirical bias bandwidth
selection (EBBS) estimator developed by Ruppert (1997) to determine the bandwidths
that minimize an estimate of MSE(x, b, 1) at each point x, conditional on the observed
covariates.

MSE(x, b, 1) = [bias(n, sipex ()] + varGiy, sivex ). (12)

This method selects a locally optimal bandwidth #*(x) with which the simulation step
and the extrapolation step of the SIMEX is repeated in a second round of estimation.

4. Empirical analysis
4.1. Monte Carlo evidence

The following Monte Carlo experiment is to illustrate the quantitative effect of masking
by noise addition in nonparametric models. We assume that the conditional mean function
is given by

m(X) = X2, (13)

where the explanatory variable X is an i.i.d. standard normal variate. The error term &
is a normally distributed random variable with mean 0 and variance 0.2. To protect the
data against disclosure, we disturb the explanatory variable X by an additive error u,
which is iid normally distributed with mean 0 and variance o,2. Our Monte Carlo results
are based on a sample of size N = 100 and two different values of the measurement error
variance, o2 = 0.10 and 02 = 0.25, respectively. The reliability ratio kxy = 02 /02 is
equal to 0.90 (0.80) for 62 = 0.10 (o7 = 0.25). The evaluation of the SIMEX estimates
is based on R = 500 replications.

For the nonparametric SIMEX approach, we use a local polynomial estimator with the
polynomial degree p = 1 (local linear estimation) and evaluate the regression curve
for a grid of 21 points equally spaced in the interval [—1,1]. Following the sugges-
tion by Carroll et al. (1995) we choose A1 = 2 with 4 equidistant control parameters

6 In the applications below we follow again the suggestion by Cook/Stefanski (1994) and use a
quadratic extrapolation function.



524 . S. Lechner and W. Pohlmeier

0.8

0.6
T

0.2
!
\

@
o

o~
o L L L L L L
|

.
-1.0 -08 -06 -04 -0.2 -0.0 0.2 0.4 0.6 0.8 1.0 1.2

Solid line: local linear estimate on the true data, dashed line: local linear SIMEX estimate
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Figure 2: Results of the Monte Carlo simulations

0=2 <A =05<x=1<2x3 =15 < rg = 2. For each value of 1 the SIMEX
estimate is based on B = 50 replication samples.

Figure 2 contains the results of the Monte Carlo simulation for both values of the variance
02 =0.1and 62 =0.25.

The maximum bandwidth chosen by the EBBS was 0.47. The solid line represents the
regression curve based on the local linear estimate for the case of the unmasked data,
while the dashed line represents the local linear SIMEX estimate for the scenario with
weakly masked data (kyx = 0.90). In this scenario masking by noise addition does not
generate any substantial distortions to the estimates. The regression curves for the true
data and the masked data almost coincide over the full range of the grid. No systematic
bias can be observed for any range of x.

The estimates based on the more effectively masked data («xy = 0.80) reveal a small, but
systematic bias. The local linear SIMEX estimates are slightly smaller than the estimates
based on the unmasked data (dotted line vs. solid line). All in all we can state that for
both scenarios SIMEX applied in nonparametric settings is largely capable to control for
the bias caused by the noise addition.

4.2. An Application to firm-level data

In order to illustrate the potential of the local polynomial SIMEX estimator for applied
work with masked data, we estimate the effect of innovative activity on employment
at the firm-level. Our data set stems from the wave 1997 of the “Mannheimer Innova-
tionspanel” (MIP) conducted by the Centre for European Economic Research (ZEW) in
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Mannheim. The MIP is a representative longitudinal survey of German firms containing
detailed information on the characteristics and the innovative ability of the firms and
their expectations of the development of the firm in the two next years.

We restrict our analysis to innovating firms (innovation expenditures > 0). After elimi-
nating all observations with missing values on any of the variables of interest, we obtain
a final sample of 1332 observations.

The dependent variable in our study is the natural logarithm of the number of employ-
ees in the firm in 1996 (LN_EMPL). As an explanatory variable we use the log of the
innovation ratio (LN_INNO) defined as the expenditures for innovative projects to to-
tal turnover in 1996. This variable should be protected against disclosure, because firm
specific innovation expenditures contains sensitive information which is likely to be valu-
able for competitors. This variable is disturbed by an additive error, which is iid normally
distributed with mean 0 and variance equal to 0.35. This implies an empirical reliability
ratio of 0.897 for our data.

Table 1 summarizes the estimation results for a linear regression of LN_EMPL on
LN_INNO using the true (unmasked) data set and the masked data set. All estimated
coefficients are significant at the 5 % significance level. The estimation results reflect the
asymptotic properties given above, i.e. the least squares estimates on the masked data are
biased towards zero. In our application the effect of masking on the size of the estimated
coefficients is quite substantial. The estimate of the slope coefficient is reduced by more
than 15 % . On the contrary, the SIMEX estimates based on the masked data given in
the third column of Table 1 come very close to the estimates for the true data.

Table 1: Least squares estimation results

OLS estimates OLS estimates SIMEX
based on true data based on masked data estimates
CONSTANT 4.614 4.663 4.617
(0.122) (0.113) (0.140)
LN_INNO —0.089 —-0.075 —0.088
(0.030) (0.027) (0.032)

N = 1332, dependent variable: LN_EMPL, standard error are in brackets. For the two least squares estimates White
standard errors are used, the standard error for SIMEX are bootstrapped.

Finally, we repeat the analysis from above in a nonparametric setting by estimating the
relationship between employment and innovative activity using the local linear estima-
tor for the true and the masked data. We choose a grid of 50 points equally spaced on
the interval [—5.1, 2.6]. The values of the bounds correspond to the minimum and the
maximum of the centered and standardized explanatory variable (LN_INNO). For the
local linear regressions the maximum bandwidth chosen by the EBBS was 1.28 for the
grid point located in [—2, 2], where the concentration of observations is very high. Near
the boundaries the maximum bandwidth chosen by EBBS was 6.9. This higher value of
the bandwidth is obviously due to the fact, that there are only few observations located
in these regions.

In Figure 3 the plots of the nonparametric regression are given. Contrary to the findings
for the linear regression model presented above, the nonparametric estimate on the true
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Bold solid line: local linear estimate using the true data. Dashed line: local linear SIMEX.
Thin solid line: naive local linear estimate on masked data.

Figure 3: Local linear SIMEX estimates

data (solid line) reveals a nonlinear and non-monotonous relationship between employ-
ment and innovation expenditures. Within some range of firms with moderate innovative
activity we find a positive impact of innovations on employment. However, for firms with
higher innovative activity the impact is negative and comparatively pronounced. The naive
nonparametric estimate on the masked data offers a different picture (thin solid line). It
suggests that the negative relationship between employment and innovations holds for full
range of innovation levels. Again the estimate based on the local linear SIMEX method
coincides qualitatively with the one based on the true data.

5. Conclusions

In this paper we have analyzed the impact of data masking by noise addition in non-
parametric settings. We show that the SIMEX method originally designed for the case
of the errors-in-variables problem when information on the variance-covariance matrix
is feasible can be modified in order to control for the estimation bias caused by data
masking. We show that the SIMEX method is not only a powerful tool to eliminate the
estimation bias of the least squares estimates, but also provides reliable estimates for local
polynomial regressions in nonparametric settings.

Given our results from a Monte-Carlo study, and the insights gained from an empirical
application on the link between employment and innovative activity at the firm level, we
conclude that the SIMEX method is a powerful tool to bridge the gap between the goal
of protecting micro data against disclosure data, and the empirical researcher’s desire to
disentangle true causal relationships without worrying too much about the contamination
of the data by masking.
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The findings presented here generalize the results of previous studies investigating the
impact of data masking on the performance of parametric econometric estimators. The
studies showing how to correct for the effect measurement errors suffer from the obvious
drawback that they are based on two maintained hypothesis. First, they assume that the
type of the measurement error added to the originally data is known (eg. additive vs.
multiplicative error). Secondly, they implicitly adopt the maintained hypothesis that the
form of the true regression function is also known to the researcher, so that the regression
function for the masked covariates is also given. Since SIMEX was shown to be effective
in nonparametric settings, the second maintained hypothesis can be relaxed.

Some obvious questions remain open and have to be tackled in future studies. Because
data collecting institutions frequently use a multiplicative error structure to mask the data,
the performance of the SIMEX method in multiplicative settings has to be analyzed along
the lines of the study presented above. Moreover, the quality of the SIMEX estimates have
to be checked in multivariate settings, where more than one covariate is masked.
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